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List of abbreviation 
 

API- Application Programming Interface  

BaaS-Backend as a Service 

DDoS- Distributed denial-of-service 

DPI – Deep Packet Inspection 

ENISA- Agjencia e Bashkimit Evropian për Sigurinë Kibernetike 

HTTPS- Hypertext Transfer Protocol Secure 

IT – Information Technology 

TIK – Information and Communication Technology 

XSS- Cross Site Scripting 

WAF-Web Aplication Firewall 

SCADA- Supervisory Control and Data Acquisition 

 

 

 

I. Introduction 
Cyber security is the main problem for any organization, regardless of the size and nature of the 

industry. Although every industry is threatened by cyber attacks, the financial sector, especially 

the banking sector, is more susceptive to security attacks due to the sensitivity of the data it 

processes. Cyber security threats to banking institutions result in various losses, which constitute 

a serious impact on their economic stability, loss of customer trust from data theft and among 

others, a threat to the bank's reputation. 

Industrial developments have brought various security risks, so securing assets and information is a 

major challenge in the digital field. Threats are of various forms, external or internal, in the form of 

careless employees, due to lack of security protocols or firewalls, etc. Security experts believe that 

internal threats pose a high threat to organizations, regardless of the industry in which they operate, 

such as the banking sector, microfinance, insurance market, fintech, etc. 

II. Risks in cyber security in the financial sector1 
Cyber security incidents affecting financial firms show specific risks to financing and liquidity. 

Below are listed four "channels" from which these risks are transmitted, leading to systemic crises. 

 

                                                           
1 https://www.brookings.edu/research/the-future-of-financial-stability-and-cyber-risk/ 



3 

1. Lack of (financial) substitutability: 

The financial system depends on several key centers, usually certain firms or services (eg 

electronic trading systems, exchanges), that perform a vital function for the entire industry. 

Examples of these functions include securities storage, collateral management, confirmation, and 

trading, all of which are automated processes through technology. 

In this way, "the financial services industry relies on a strong Information and Communication 

Technology (ICT) infrastructure" to complete transactions or make payments. "It would be 

difficult to replace these institutions or systems if an incident affects them. 

2. Loss of trust: 

Attacks repeatedly affect consumers as a "theft with a wider scope ... could cause a greater loss of 

trust". The loss of trust can not only come from stealing a customer's data, but from a series of 

attacks like ATM attacks, sending compromising emails from bankers or distributing accounts. 

Loss of consumer confidence affects the business of financial entities. 

3. Data Integrity: 

The quality of consumer data stored in financial systems can be corrupted by cyber interference, 

causing the system to shut down until the data stored in the backup is restored. 

The repair may take longer than expected and this would cause a loss of confidence or other 

systemic impact, "especially for fast order processing markets". 

4. Lack of Substitutability (ICT): 

The finance sector depends on ICT systems and infrastructure. Most cloud service providers (IT 

corporations) operate with the same operating systems and applications and depend on the same 

fundamental Internet protocols, such as TCP/IP or DNS. 

Therefore, if a local interruption occurs as a result of a cyber attack, the financial services of one 

region or several industries will be disrupted. 

The results of a survey2 showed that 95% of organizations experience unexpected outages, out of 

about 10% of their servers, which have at least one interruption per year and the average 

interruption  lasts less than two hours. The economic impacts of downtime are huge. One hour of 

application termination costs an estimated average of $ 64,647. So while downtime is inevitable, 

its impact is intolerable. To overcome this, organizations need to have an approach to 

modernization to create more recovery points, minimizing downtime. 

III. European statistics on attacks and damage to the financial sector 
Nowadays, the financial services industry in Europe and everywhere, is more critical than ever. 

Professional services such as investing, borrowing and managing money and assets are offered to 

the society. The digitalization of financial services has grown rapidly from private individuals to 

the market and global trade, and this fact has been exploited by cybercriminals. 

                                                           
2 Data protection trends for financial services. https://dbac8a2e962120c65098-
4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/-pdf-7-w-6933.pdf 
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Cyber Statistics in Financial Services3 

The following data were reported from surveys conducted by various institutions in 2019: 

• 70% of financial institutions ranked cyber security as a priority. 

• The cost of a cyber attack is highest in the banking industry, reaching $18.3 million per 

year for each company. 

• 70% of financial companies have experienced a cyber security incident during 2019. 

• 10% of the IT budget is spent on cyber security. 

• 26% of financial institutions suffered a destructive cyber attack. An increase of 160% 

compared to 2018. 

Also, on the official website of Hackmageddon, which presents statistics in graphic format for 

reported information security incidents from European countries in specific months, there was a 

significant increase in cyber attacks in the financial sector.4 

The chart below shows the statistics of cyber attacks in June and July 2020. In July, 175 events 

were analyzed, while in June, 187 events. 

According to the chart below, the percentage of attacks on financial institutions increased from 

5.3% in June (10 organizations) to 8.2% in July 2020 (15 organizations), although fewer events 

were analyzed in July. 
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Financial institutions are facing numerous challenges related to cyber security 

Due to the COVID-19 pandemic, the European Central Bank and other financial institutions have 

experienced a significant increase in cyber attacks. As in other sectors, the pandemic has caused a 

sudden and rapid increase in the number of employees working from home. Also, the need for 

digitalization of banking services has increased. 

 

                                                           
3 https://www.finextra.com/blogposting/19411/6-cyber-related-stats-in-financial-services 
4 Hackmageddon.com 
5 https://www.hackmageddon.com/2020/09/24/july-2020-cyber-attacks-statistics/ 
6 https://www.hackmageddon.com/2020/08/13/june-2020-cyber-attacks-statistics/ 

July 2020 

Qershor 2020 

June 2020 

Figure 1 Attacks on financial institutions 
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III. 1 Trends in financial sector incidents in Europe 
The report7 of ENISA (European Union Agency for Cyber Security) for the period January 2019-

April 2020, presents incident statistics by specific sectors reported by member countries, to 

understand the dynamics of the evolution of threats, motives of opponents and exposure of assets. 

This report provides incident trends in the financial/banking/ insurance sector for several 

categories of attacks: 1. Web application attacks; 2. internal threat (unintentional abuse); 3. 

malware; 4. data theft. The following are the statistical data for each of the attack categories. 

III.1.1 Web Application attacks8 

The Increasing complexity of Web applications and services, create challenges in their security 

against threats with various motives such as financial damage or damage to reputation, theft of 

critical or personal information. Web applications and services depend on databases to store or 

distribute the required information. SQL Injection Attacks (SQLi) are the most common type of 

threat to such services. Another example is cross-page scripting (XSS) attack, which exploits 

vulnerabilities in other data entry forms or functions that redirect the user to another malicious 

web page. 

So many organizations that use Web applications are looking to prioritize security measures. This 

includes the acquisition of new services such as Application Programming Interfaces (APIs). APIs 

create new challenges for organizations for online application security, such as taking more 

preventive and detective measures. 

For example, approximately 80% of organizations that have adopted API services to Web 

applications have placed controls on their traffic. 

20% of companies and organizations reported DDoS attacks on their web application services on 

a daily basis. 

63% of respondents to the CyberEdge survey are using an online application firewall (WAF). 

27.5% have planned to deploy this technology and 9.5% have not planned. 

52% increase in the number of Web application attacks in 2019 compared to 2018 

According to a security researcher, the amount of Web application attacks was almost flat 

compared to 2018 and increased significantly later in the year. 

84% of vulnerabilities observed in Web applications were security mis-configurations. 

Data from security researchers have reported that most Web application attacks are limited to SQLi 

or LFi, shown in the figure below. 

LFi is the Local File Inclusion to trick the Web application into executing the malicious code file 

on the web server. 

                                                           
7 https://www.enisa.europa.eu/publications/sectoral-thematic-threat-analysis 
8 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-
web-applications 
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Figure 2 Attack Vectors, ENISA 

III.1.2 Internal threat (unintentional abuse)9 

Internal threat is an action that may result in an incident, committed by someone or a group of people 

who are related to or working for the potential victim. 

There are five types of internal threat according to their purpose and objectives: 

1. careless workers who misuse data, break application usage policies, and install 

unauthorized applications; 

2. internal agents who steal information about outsiders; 

3. dissatisfied employees seeking to harm their organization; 

4. internal persons who use existing privileges maliciously to steal information for personal 

gain; 

5. third parties who endanger security through intelligence, misuse or malicious access to or 

use of an asset. 

The most common type is (called 'abuse of privilege') which occurs when outsiders cooperate with 

internal actors to gain unapproved access to assets. Insiders can cause unintentional damage from 

negligence or lack of knowledge. Because of the fact that insiders often enjoy trust and privileges, 

knowledge of organizational policies, processes and procedures of the organization, it is difficult 

to distinguish their access to applications in data and systems, whether it is legal, malicious or 

erroneous. 

All five types of internal threats need to be constantly studied, as the organization's strategy for 

data security and protection needs to be defined. 

• 65% of the impact from internal threats involves damaging the organization's reputation 

and finances. 

• 88% of surveyed organizations admit that internal threats are cause for alarm. 

• € 11.45 million is the average annual cost of cyber security incidents caused by an internal 

person in the organization. 

                                                           
9 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-
insider-threat 

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-insider-threat
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-insider-threat
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Attackers offer large amounts of money to insiders. The payment of internal persons varies, from 

his position in the company, from the company itself, the type and complexity of the service 

required, the type of data to be obtained and the level of security in the company. 

Some of the ways attackers recruit insiders are: 

(1) posting an offer on forums and offering a reward for certain information, 

(2) disguising their actions so that employees do not realize that they are acting illegally, by 

disclosing personal information or engaging in an internal activity; 

(3) blackmail. 

A former software engineer working at a cloud service provider utilized a misconfigured Web 

application firewall and accessed more than 100 million customer accounts and credit card records. 

The cloud service provider has since fixed the vulnerability, stating that ‘no credit card account 

numbers or their login credentials have been compromised’. 

This case of internal threat is interesting because the former employee turned hacker was not 

concerned about concealing his identity. The hacker shared the hacking method with colleagues 

from Capital One in chat. 

The hacker also posted the information on GitHub (using his full name) and boasted on social 

media about it. This type of behavior is called the "spread" by the psychologists, through which 

people inside the organization plotting to harm the organization, reveal their plans.  

Capital One expects the breach to cost up to $ 150 million (about € 127 million). 

Business Areas affected by internal threat incidents. 

 

Figure 3 Types of impacts, ENISA 

As can be seen in the graph, the financial sector is affected in 27% of internal threat incidents. 

III.1.3 Malware10 

Malware is the most common type of cyber attack in the form of malicious software. 

                                                           
10 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-
malware 

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-malware
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-malware
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Malware families include cryptominer, viruses, ransomware, worms and spyware. Their common 

objectives are theft of information or identity, espionage and interruption of service. 

During 2019, cryptocurrencies were one of the biggest malware families, resulting in high IT costs, 

increased electricity consumption, and reduced employee productivity. Ransomware had a slight 

increase in 2019 compared to 2018, although it still remains at the bottom of the list of malware 

types.11 

Although global attack detections have remained at last year’s levels, there has been a noticeable 

shift of attacks from consumers to businesses. 

• 400,000_detections of spyware and adware pre-installed on mobile devices. 

• 71% of organizations experienced malware activities that spread from one employee to another. 

• 46.5% of all found emails malware are in the ‘.docx’ file type. 

• 50% increase in malware created to steal personal data. 

67% of malware spread through HTTPS encrypted connections. 

Although malware detections worldwide were at the same levels as in 2018, there was a 13% 

increase in attacks on businesses where among the most affected sectors were services, education 

and retail. It was estimated that over a third of bank malware attacks in 2019 targeted corporate 

users, with the intent of compromising the company’s financial resources. 

The five main types of malware targeting businesses were: Trojan.Emotet, Adware, InstallCore, 

HackTool,WinActivator, Riskware, BitCoinMiner and Virus Renamer. 

Ransomware attacks targeting the public sector increased in 2019 due to its ability to pay higher 

rewards. As cybercriminals target large monetary targets, they created new types of malware to 

spread within the corporate network rather than through the Internet. 

 

 

 

 

 

 

 

 

 

                                                           
11 ENISA 

Figura 4 Global ranking Figure 4 Global ranking, CheckPoint 
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In the first half of 2019, the number of mobile applications designed to steal credentials and funds 

from victims' bank accounts increased by 50%. 

The attackers used fraud techniques to obtain bank credentials, displaying a fake page that 

mimicked the bank login page or introducing fake mobile applications that resembled the original 

banking applications. 

In 2019, cybercriminals became more creative, as in the case of Trojan-Banker, AndroidOS, 

Gustuff.a, which was able to control a legitimate banking application by abusing operating system 

access functions to automate harmful transactions. 

An innovation that was discovered in 2019 was the ability of a malware to use motion sensors, 

which was only activated when the smartphone was on the move, as used by the Anubis banking 

trojan trying to find a sandbox environment (a piece of software ) that has access to only certain 

resources, programs, and files within a computer system.). 

The most popular banking malware during 2019 were Asacub (44.4%), Svpeng (22.4%), Agent 

(19.1%), Faketoken (12%) and Hqwar (3.8%).12 

 

III.1.4 Data breach13 

Data breaches are a type of cyber security incident in which information (or part of an information 

system) is accessed without proper authorization, usually maliciously, leading to potential loss or 

misuse of this information. It also includes 'human error' which occurs during the configuration 

and installation of certain services and systems, and may result in unintentional exposure of data. 

In many cases, companies or organizations are unaware of a data breach occurring in their 

environment as a result of the sophistication of the attack and sometimes from lack of visibility or 

non-classification in their information system. 

Based on the research, it takes approximately 206 days to identify a data breach in an organization. 

So it takes a long time to repair and recover data to get it back to normal. Despite all the risks 

encountered, organizations hold most of the data using cloud storage infrastructure and complex 

internal devices. 

These environments are more exposed to new and different risks, in line with the sensitivity of the 

information stored. Unsurprisingly, the number of data breaches increased in 2019 and 2020. New 

findings have shown that the impact is not immediately felt once data breaches are detected - the 

financial impact could continue for more than 2 years after the start of the incident. 

                                                           
12 ENISA 
13 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl2020-
data-breach 
 

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl2020-data-breach
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl2020-data-breach
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54% - increase in the total number of violations by mid-2019 compared to 2018. 

71% of data breaches were for financial reasons. 

An ENISA report mentions that fraud is in top of the list of major contributors to data breaches. 

The report also mentions that email is the main way malware is distributed - 70% of data breaches 

are exposed by email. Although usernames and passwords (i.e. credentials) change more easily 

compared to personal details (i.e. date of birth), data breach occurs mainly on this data. 

It is difficult to increase security in the cloud environment because the flexibility that this 

technology has in infrastructure and resources must be maintained. 

A misconfiguration can result in the exposure of all sensitive database data.Një studiues i sigurisë 

beson se shumica e thyerjeve të të dhënave në cloud janë rezultat i konfigurimit të gabuar të cilat 

kryesisht janë të paqëllimta. Disa shembuj, ndër shumë të tjerë janë Netflix, Ford dhe TD Bank. 

However data breaches resulting from malicious attempts still cost more than breaches caused by 

system defects or human error and amount to a significant cost averaging USD 3.24 million (about 

€ 2.74 million). 

The cost of data breaches for large enterprises or organizations with more than 25,000 employees 

is US $ 204 (approximately € 173) per employee. The total amount is about USD 5.11 million 

(about € 4.33 million). While for small enterprises (500-1,000 employees) the average cost is about 

3,533 US dollars (about 3,000 €) per employee. The total cost is about $ 2.65 million 

(approximately € 2.24 million) for small businesses, according to ENISA. 

External threat actors are the leading cause of data breach, and may involve activities such as 

botnets. Financial gain is the main motive for breaking the data made by these actors. 

Espionage is also one of the main motives behind data breaches, but not so much personal or 

financial gain. 

III. 2 What will happen in the near future? 

The following table provides breakdown statistics by sector and organization size. The table shows 

that the financial sector ranks third among other sectors with the most data breaches, with 207 data 

breaches, where 26 of them occurred in small organizations and 19 in large organizations. 
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Figure 5 Statistics by sectors, Verizon 2019 

IV. Cyber security in the financial sector in Albania 
The National Electronic Certification and Cyber Security Authority uses the BitSight platform to 

assess the security performance of companies managing important and critical information 

infrastructure. 

BitSight Security Data describes a company's cyber security behavior, serves as a risk measure, 

and represents how companies manage security risk using data to assess the effectiveness of a 

company's security. 

Compromised Systems risk category indicates the presence of malware or unwanted software, 

which indicates that security control is insufficient. The Diligence category assesses the steps an 

enterprise has taken to prevent attacks, implement best practice, and reduce risk (e.g., server 

configurations) to determine if an organization's security practices are among best practices. 

User Behavior risk category assesses employee activity, such as file sharing and password reuse. 

These types of activities can introduce malware into an organization or result in data breaches. 

For the period November 2019-November 2020 from the Bitsight platform were extracted the 

following security data of financial companies, namely banking, microfinance, insurance, taxes.  

The range of data security is categorized into basic, with the value of data security in the range 

(240-640), average (640-760), advanced (900-740). 

Out of 12 banking companies, none of them has the security data range at the basic level. 
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• 3 of them have an average level of security data (average 676). 9 of them have the rank of 

security data at an advanced level (average 735). 

• 3 microfinance companies have the security data range at the advanced level (average 740). 

• 6 insurance companies have an average level of security data (average 660). 

• 2 tax companies have the average range of security data (average 680). 

According to Bitsight, for the financial sector in the Republic of Albania, the most common 

vulnerabilities are found in the following graph: 

 

Figure 6 The main vulnerabilities, Bitsight 

In the last 30 days the most common vulnerability is POODLE, which facilitates man-in-the-

middle attacks, which is a cyber attack where the attacker secretly transmits and alters 

communications between two parties who believe they communicate directly with each other. 

At the regional level, Albania ranks at the lowest level of security of the financial sector. 
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Figure 7 Regional Ranks, Bitsight 

Cyber incident response teams in the financial services sector are handling more numerous requests due 

to the global COVID-19 pandemic. Remote work and the increase in the number of services offered 

online has led to an increase in threats, including internal threats. 

V. Benefits of investing in cyber security for the financial sector 
 

Although cyber attacks on financial institutions and infrastructures have become more frequent 

and sophisticated, they have spurred increasing investment in security and increased concentration 

to mitigate and manage cyber risk. In parallel with these efforts, the financial sector and national 

governments have worked together to improve the overall recovery and stability of this sector. 

In most developed countries, and in some developing countries, private sector players come 

together to share information on threats and to fight together financial fraud and cybercrime. 

Another development is the growth of cyber insurance products among large multinational 

insurance companies. 

 

Cross-sectoral and public-private cooperation is seen as a necessity to fight cybercrime and to 

effectively mitigate risks. In most countries, there is some form of public-private dialogue in the 

financial and telecommunications sectors. 

 

 

Backup modernization - helps manage regulatory and capital costs 

 

Backup modernization frees up resources committed to data protection and focuses them on core 

innovation projects for business development. Through Backup modernization, organizations 

reduce the cost of backup and data protection by 50% and achieve a 55% increase in data recovery 

efficiency. 
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By modernizing operations and processes, organizations can have a significant impact on customer 

service, reducing costs and employee tasks. 

More than 98% of the surveyed organizations were in the process of or planning for digital 

transformation; however, many had faced challenges in achieving the desired results. 

 

Challenges of Digital Transformation - The effect of cloud on backup modernization 

 

The main challenges for financial services organizations pursuing digital transformation were the 

lack of IT staff skills (47%) and dependence on legacy systems (42%). 

These obstacles caused a considerable lack of time and budget. 

 

Therefore, financial services organizations are using cloud services (storage and / or BaaS) for 

about half of their backup. 

When asked what their main backup solution will be by 2022, respondents explained that they plan 

for BaaS-managed backups to make up 41% of bookings, while self-managed backups using cloud 

services will make up 34%. 

So in 2022, financial organizations envision the use of cloud-based services for 75% of their 

backup as one of the investments in cyber security. 

 

Based on data obtained with primary and secondary methods, there is a business case to invest in 

cyber security systems for the financial sector, not only for banks, but also for other sub-sectors 

such as microfinance, insurance, fintech, etc. Only these investments provide security for the 

continuity of their business. 

Below is a business model for an organization operating in the financial sector in the Republic of 

Albania. The approximations are based on the average investment costs in the sector as well as the 



15 

self-declarations of the operators for each of the table items such as the current average costs for a 

cyber attack, number of attacks per year, initial investment, other indirect costs. 

 

Figure 8 Business Case, Editing of Authors 

Methodology of calculating the cost of capital 

The cost of capital is based on the Capital Asset Price Model, where: 

- the risk-free rate is considered the interest rate of the 10-year bond of the Albanian government; 

- market risk premium (beta) is based on Demodaran; 

- size risk premium according to Duff and Phelps 

- the specific premium of the company is considered between 1-2%, in order to include all other 

risks left out. 

Capital cost formula 

Cost of Capital = Risk-free rate + beta (market risk premium + size risk premium + company 

specific premium). 

Debt cost is based on long-term liabilities denominated in Lek according to the Bank of Albania, 

considering the effect of 15% corporate income tax for companies in Albania. 

The Financing Structure (Capital + Debt) is based on the average market structure from 

Damodaran. 

Finance EUR

Shpenzimet aktuale

Shpenzimet aktuale mesatare per nje sulm kibernetik 30.000              

Numri I sulmeve per nje vit 0,5                     

Totali I shpenzimeve per nje vit 15.000              

Skenari I - Investim i brendshëm

Servera 12.000              

Infrastruktura e rrjetit 7.000                

Ndërtimi i Telefonisë VOIP 15.000              

Routers dhe Switches 7.000                

Firewall 9.000                

Software te ndryshem 10.000              

Totali 60.000              

Mirembajtja 5.000                

Skenari II

Kostot e sherbimit 14.000              

Kosto indirekte 2.000                
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Based on these indicators, the financial model is created, which shows that for such a company, 

the rate of return on investment reaches the value of 12%. 

 

 
Figure 9 Return from the project 

 

Figure 10 Return from the project, outsource 

Choosing between insource and outsource in cyber security is a dilemma faced by many 

organizations. Like many other business dilemmas that seem to address abstract concepts, 

drawing a correlation with everyday life is rewarding. Assessing the capability of your internal 

staff versus external staff requires a cost-effectiveness analysis. According to the analysis, the 

first scenario is more profitable for small and medium organizations. 

VI. Security measures to be applied 
As a consequence of the results of cyber security attacks or due to new regulations, financial 

institutions need to reassess their security behavior and make every effort to enforce strong security 

controls in order to preserve sensitive, secure information. compliance with laws and regulations, 

and manage risk. 

Below are listed some safeguards against Web application attacks, internal threats, and data theft. 

Web application attacks protection 

1. Input validation and isolation techniques should be used for types of injection attacks. 

2. Firewalls should be implemented for Web applications as a preventive and protective measure 

(known as virtual patching). 

3. For web application APIs: 

Kthimi nga projekti - FINANCE Inflation 2,3%       3,2%       3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      

EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 15.000    15.345    15.836    16.311    16.817    17.338    17.876    18.430    19.001    19.590    20.197    

Investimi fillestar (60.000)   

Mirembajtja (5.000)     (5.115)     (5.279)     (5.437)     (5.606)     (5.779)     (5.959)     (6.143)     (6.334)     (6.530)     (6.732)     

Demtim imazhi (2.000)     (2.046)     (2.111)     (2.175)     (2.242)     (2.312)     (2.383)     (2.457)     (2.533)     (2.612)     (2.693)     

Fluksi I lire I parase (52.000)   8.184      8.446      8.699      8.969      9.247      9.534      9.829      10.134    10.448    10.772    

Kosto e kapitalit te projektit 9,0%                   

Periudha  -             0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        

Vlera e skontuar e fluksit te lire te parase (52.000)   8.184      8.446      8.699      8.969      9.247      9.534      9.829      10.134    10.448    10.772    

Tregues kryesore financiare

Vlera aktuale neto (NPV) 42.262    

Norma e brendshme e kthimit (IRR) 12%        

Periudha e shlyerjes (PBP) ne vite 7             

Flukset e akumuluara (52.000)   (43.816)   (35.370)   (26.671)   (17.702)   (8.455)     1.079      

Viti i shlyerjes se investimit  -              -              -              -              -              -             7             

Kthimi nga projekti - FINANCE Inflation 2,3%      3,2%      3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      

EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 15.000               15.345    15.836    16.311    16.817    17.338    17.876    18.430    19.001    19.590    20.197    

Kosto e sherbimit (14.000)             (14.322)   (14.780)   (15.224)   (15.696)   (16.182)   (16.684)   (17.201)   (17.734)   (18.284)   (18.851)   

Fluksi I lire I parase 1.000                 1.023      1.056      1.087      1.121      1.156      1.192      1.229      1.267      1.306      1.346      

Kosto e kapitalit te projektit 9,0%                       

Periudha  -                       0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00                   1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        1,00        

Vlera e skontuar e fluksit te lire te parase 1.000                 1.023      1.056      1.087      1.121      1.156      1.192      1.229      1.267      1.306      1.346      

Tregues kryesore financiare

Vlera aktuale neto (NPV) 12.783               
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• Communications and API connections must be encrypted 

• Appropriate authentication mechanisms and authorization levels must be ensured. 

4. Application security processes should be included during application development and in the 

maintenance lifecycle. 

5. Restrict access to inbound traffic only to required services. 

6. Traffic and bandwidth_it should be managed. 

7. Vulnerability and risk assessments should be performed before and during the development of 

the Web application. 

8. Pentests should be performed during the implementation and deployment of web applications. 

Security measures for internal threat (unintentional abuse) 

1. An in-depth package inspection (DPI) technology should be used to detect anomalies 

which provides industrial users with a reliable platform for monitoring the flow and control 

of processes and for protection against external threats. At the same time, it reduces the 

risk of 'advanced' interference by internal engineers, SCADA operators or other internal 

personnel with direct access to the systems. 

2. Develop an internal threat countermeasures plan in the overall security strategy and 

policies. This plan should include a risk management framework, business continuity plan, 

disaster recovery program, financial management and accounting policies, and legal and 

regulatory management. 

 

3. Build a security program that consists of: 

a. conducting threat hunting activities, 

b. performing vulnerability scanning and pentest, 

c. implementation of personnel security measures, 

d. use of physical security measures, 

e. implementation of network security solutions, 

f. implementation of data security measures, 

g. implementation of identity and access measures, 

h. implementation of incident management capacities, 

i. maintaining digital forensic services and using Artificial Intelligence (AI) methods 

to prevent internal attacks. 

 

4. Develop a security policy around internal threats, based on user awareness, which is one 

of the most effective controls for this type of cyber threat. 

5. Strong technical controls should be implemented. Traditional security measures focus on 

external threats, which are not effective in identifying internal risks coming from within 

the organization. To protect assets, tools such as data loss prevention (DLP) should be 

implemented to prevent outsourcing of data. 
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Security measures against Malware 

1. Malware control should be implemented for all incoming / outgoing channels, including 

email, network, application and web systems on all platforms (i.e. servers, network 

infrastructure, personal computers and mobile devices). 

2. SSL / TLS traffic should be controlled by allowing the firewall to decrypt what is 

transmitted to and received from websites, email communications and mobile applications. 

3. Available malware analysis tools should be used to obtain malware information and reduce 

its impact. 

4. Security policies should be developed that specify the processes to be followed in case of 

infection. 

5. The capacity of different security tools should be understood and new security solutions 

should be developed. Identify gaps and apply the principle of in-depth protection 

6. Filter emails (or spam filters) for malicious emails and remove executable attachments. 

7. Monitor the results of antivirus tests regularly. 

8. Log_et should be monitored using security incident and event management (SIEM-security 

incident and event management). 

9. Access to PowerShell functions must be disabled or restricted. 

 

Data protection measures 

1. It is necessary to invest in hybrid data security tools that work on models of shared 

responsibility for cloud-based environments (cloud). 

2. A cyber security awareness plan should be established and maintained. Training and 

simulation scenarios should be developed to identify social engineering and phishing 

campaigns for staff. 

3. An incident response team should be established and incident response plans evaluated 

frequently. 

4. Sensitive / personal data should be identified and classified and measures should be taken 

to encrypt such data during transmission and storage. So data loss prevention measures 

need to be implemented. 

5. Investments in detection, warning and capacity to respond to a data breach should be 

increased. 

6. Strong policies need to be developed and established that require the implementation of 

strong passwords (password management). 

7. Invest in policies and plans to engage with government teams and risk management teams. 

 


